Orland Cemetery District
Cybersecurity & Financial Systems Integrity Policy
Proposed Adoption 01/13/2026

1. PURPOSE:
The purpose of this policy is to establish cybersecurity safeguards and internal controls to protect the financial integrity, data, and operations of the Orland Cemetery District (the “District”). Although the District does not process Automated Clearing House (ACH) transactions or electronic payments, this policy documents protections in place to prevent unauthorized access, fraud, data breaches, and financial mismanagement related to the District’s financial activities.

2. SCOPE:
This policy applies to:
· All District employees, board members, contractors, and volunteers with access to District financial or administrative systems.
· All financial records, accounting systems, computers, and electronic data used by the District.
· All interactions with external financial entities, including the Glenn County Department of Finance.
3. FINANCIAL SYSTEM OVERVIEW:
The District’s financial operations are structured as follows:
· The District does not process ACH transactions.
· The District does not process credit cards, debit cards, ATM payments, or online payments.
· All District deposits are processed through the Glenn County Department of Finance.
· Accepted forms of payment are limited to:
· Personal checks
· Money orders
· Cashier’s checks
This limited payment structure reduces exposure to electronic payment fraud but still requires strong cybersecurity and internal controls.
4. GOVERNANCE AND RESPONSIBILITY:
· The District Board of Trustees has ultimate oversight responsibility for cybersecurity and financial integrity.
· The District Secretary/Manager (or equivalent role) is responsible for day-to-day compliance with this policy.
· Any individual with access to financial records must follow this policy and applicable laws and regulations.
5. CYBERSECURITY SAFEGUARDS:
5.1 System Access Controls
· Access to District computers and financial records shall be limited to authorized personnel only.
· Unique user accounts and strong passwords shall be used for all systems.
· Passwords must be changed periodically and not shared.
· Administrative privileges shall be restricted to the minimum number of staff necessary.
5.2 Device and Network Security
· District computers shall be protected with up-to-date antivirus and anti-malware software
· Operating systems and software updates shall be installed in a timely manner
· Firewalls shall be installed on all District-owned computers
· Public or unsecured Wi-Fi networks shall not be used for District financial activities
5.3 Data Protection and Records Management
· Financial records shall be stored securely, both electronically and physically
· Electronic files shall be backed up regularly
· Sensitive financial information shall not be stored on personal devices or external drives without authorization
· Paper records shall be stored in locked filing cabinets with controlled access
6. ACH AND ELECTRONIC PAYMENT SAFEGUARDS (PREVENTIVE CONTROLS):
Although the District does not process ACH or electronic payments, the following safeguards are implemented to prevent unauthorized setup or misuse:
· The District shall not establish ACH capabilities without formal Board approval.
· No employee or contractor is authorized to initiate or approve ACH transactions on behalf of the District.
· Bank or county finance portals shall be monitored to ensure no ACH functionality is enabled
· Any request to add electronic payment methods must be documented, reviewed, and approved by the Board of Trustees.
7. PAYMENT ACCEPTANCE CONTROLS:
7.1 Check Handling Procedures
· All checks received shall be made payable to the Orland Cemetery District.
· Checks shall be logged upon receipt, including date, payer, amount, and purpose.
· Deposits shall be made promptly through the Glenn County Department of Finance.
7.2 Segregation of Duties
· Where feasible, no single individual shall be responsible for receiving payments, recording transactions, and reconciling accounts.
· Bank statements and county financial reports shall be reviewed independently.
8. FRAUD PREVENTION AND DETECTION:
· Employees shall be trained to recognize signs of fraud, phishing, or social engineering.
· Suspicious emails, requests for financial information, or payment changes shall be verified through independent means.
· Any suspected fraud or cybersecurity incident shall be reported immediately to the District Board and appropriate authorities.


9. INCIDENT RESPONSE:
In the event of a cybersecurity or financial integrity incident:
1. Access to affected systems shall be secured immediately.
2. The District Board shall be notified as soon as possible.
3. The Glenn County Department of Finance shall be contacted if financial systems are involved.
4. Appropriate corrective actions should be taken, including system reviews and policy updates.
10. TRAINING AND AWARENESS:
· Personnel with financial or system access shall receive periodic training on cybersecurity best practices.
· Training shall include password security, phishing awareness, and proper handling of financial records.
11.  POLICY REVIEW AND UPDATES:
· The District Board of Trustees shall review at least annually this policy.
· Updates shall be made as technology, regulations, or District operations change.
12. COMPLIANCE:
Failure to comply with this policy may result in disciplinary action and/or legal consequences as permitted by law. 

13.  IMPLEMENTATION DATE:
	This policy will be effective starting January 13, 2026.

14. REVIEW AND AMENDMENT:
This policy is subject to periodic review and may be amended or revised as deemed necessary by the Orland Cemetery District Board of Directors. Any changes to the policy will be communicated to the public in a timely manner.

PASSED, APPROVED AND ADOPTED by the Board of Trustees of the Orland Cemetery District in a regular meeting held at its regular place of meeting this the 13th day of January 2026.


Vote:

AYES:      (  0  )	

NOES:      ( 0  )

ATTEST:  ( 0  )


_________________________				_______________________
Staci Buttermore, Secretary					Rick Beale, Chairperson
Orland Cemetery District					Orland Cemetery District
								Board of Trustees
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